2.1 L1 L= U o
2.2 preamble ..o
2.3 application ... ... e iaeceaaaaaaa
2.4 L 1 =
2.5 file 1dentifier ... .. i
2.6 directory identifier ... ... .. . i
2.7 broadcast . ... ... i
2.8 inftialization .. .. .. i
2.9 layer management ... ... oot ii i ceaeaaaaa
2.10 profile ...
K
C
S
A2 e
0
D e e

5

D 2.2 e

5.2.3 MAC e eeeeeeeeaaaaaaaan

5. 2.4 LPDU e

D 2. D e

T2
5

LT



5.4

5.5

6.1
6.2

6.3

6.4

6.5

7.1

5.3.2
MAC
5.4.1
5.4.2
LLC
5.5.1
5.5.2
5.5.3
5.5.4
5.5.5
5.5.6

~N N NN
L
A W N P



72 < 51

72 51
2 R 52
A = 53

7.3  OBE e aaaaaaaaaa. 54
75 T 54
72 T 55
7.3.3 ETC e 55

7 S = 57
7 R O I 57
T.4.2 GetSECUrE it et 57
T.4.3 SetSEeCUre e 59
T 4.4 GetRand e 60
7.4.5 TransferChannel .. .. 60
T.4.6 SetMMI e 62

7.5 ETC e 62
7 62
572 63
7570 64
7 65
557X 66

7.6 OBE  ASN.l e 67



2
3
4
.1 wakeup
OBU
.2 preamble
.3 application
DSRC
4 file
OBU
.5 file identifier
.6 directory identifier
7 broadcast

RSU OBU OoBU



2.8 initialization
RSU OBU
2.9 layer management
DSRC
2.10 profile
3
3.1
dBm 1mW 0dBm=1mW
RSUt
RSUr
V RB
V RI
vV Sl
3.2
ACK Acknowledge
ACn / Acknowledged Command/Response
ADU Application Data Unit
AlID Application Identifier
APDU Application Protocol Data Unit
ASDU Application Service Data Unit
ASK Amplitude Shift Keying
ASN.1 Abstract Syntax Notation One
AVI Automatic Vehicle Identification
BER Bit Error Rate
B-KE Broadcast Kernel
BST Beacon Service Table
C/R / Command/Response
DID Directory Identifier
DSRC Dedicated Short Range Communication

2



ei.rp Equivalent I sotropically Radiated Power

ETC Electronic Toll Collection

F Fina

FCS Frame Check Sequence

FID File Identifier

FSK Frequency Shift Keying

ICC Integrate Circuit Card

1D Invoker Identifier

I-KE Initialization Kernel

LLC Logical Link Control

LPDU LLC Protocol Data Unit
LSAP LLC Service Access Point
LSB Least Significant Bit

LSDU LLC Service Data Unit
LID Link Identifier

L1 DSRC Layerl

L2 DSRC Layer2

L7 DSRC Layer7

M Modifier function bit

MAC Medium Access Control

MAC M essage Authentication Code

MTC Manual Toll Collection

MSB Most Significant Bit

OBE On Board Equipment

OBU On Board Unit

PDU Protocol Data Unit

PER Packed Encoding Rules

PIF / Poll/Final

PPDU Physical layer Protocol Data Unit
PSAM Payment Security Access Module
R Response

RID Record Identifier

RSE Roadside Equipment

RSU Roadside Unit

SAP Service Access Point

SDU Service Data Unit

TDES Triple Data Encryption Standard
T-APDU - Transfer Application Protocol Data Unit
T-ASDU - Transfer Application Protocol Data Unit
T-KE Transfer Kernel

XPD Cross Polarization Discrimination

Ul Unnumbered information

VST Vehicle Service Table



ei.r.p [2002]) 277
5.8GHz
4.1
1 5.830GHz
. 2 5.840GHz
2 < 5MHz
3 + 10x 10°
4 e.i.r.p < +33dBm
30MHz  1000MHz < -360Bm  100kHz
2400MHz 2483.5MHz | < -40dBm 1MHz
5 3400MHz  3530MHz < -40dBm  1MHz
5725MHz  5850MHZ" < -33dBm  100kHz
1GHz 20GHz < -30dBm  1MHz
6 -30dB
38°
7
45°
8
. oD RSUt= 15dB
-3dB RSUt= 10dB
10 ASK
11 0.5 0.9
12 FMO
13 256kbps
14 + 100x 10°°
15 OBU 15 17 14kHz  °
16 | OBU 5ms
17 | 0BU < -40dBm
18 | OBU < -50dBm
19 | 0BU 5.825GHz 5.845GHz
20 BER 10x 10°
21 6 “ 0
a 2.5
b RSU 0BU




4.2

5.1

1 1 5.790GHz
2 5.800GHz
2 < 5MHz
3 + 200x 10°
4 e.i.r.p < +10dBm
30MHz  1000MHz < -36dBm  100kHz
2400MHz  2483.5MHz | < -40dBm 1MHz
5 3400MHz  3530MHz < -40dBm  1MHz
5725MHz  5850MHz < -33dBm  100kHz
1GHz 20 GHz < -30dBm  1MHz
6 30dB
7 70°
8
XPD RSUr= 15dB
° -3dB RSUr= 10dB
10 ASK
11 0.5 0.9
12 FMO
13 512kbps
14 + 100x 10°
15 RSU < -70dBm
16 BER 10x 10°
17 16 “ 0"
2.5
3
T1 160u s
T2 32u s
T3 10p s
Tu 448p s
N1 0 7
N2 128
N3




N4

N3 N4
5.2
5.2.1
MAC MAC
LPDU LPDU LPDU
LPDU 1 2
D L LPDU | >
MAC MAC LLC LSDU
1 LPDU
~ P LPDU o g
MAC MAC LLC LLC LSDU
2 LPDU
LPDU 3
-~
MAC MAC

3 LPDU
5.2.2
5.2.2.1

4
pm————
: MAC MAC LPDU ( )
4
5.2.2.2
0111 1110




5.2.2.3

41 4.2
5.2.2.4
0
13 1” 13 O”
13 1” 13 O”
13 0” 113 177 13 O”
113 1”
5.2.2_.5MAC
MAC MAC MAC
RSU OoBU MAC oBU
MAC 32 “r OXFFFFFFFF MAC
32 “ 1"
MAC
5.2.3 MAC
5.2.3.1 MAC
MAC RSU
MAC 4
7 D/U 0
6 L LPDU 1 0
5 C/R / 0
4 Q MAC 0
1 1
30 — —
5.2.3.2 MAC
MAC OBU
MAC 5
7 D/U 1
6 L LPDU 1 0
5 C/R / 1




5.2.4 LPDU
LPDU 5531
5.2.5
16 FCS FCS MAC MAC
LPDU
FCS GB/T 7496 16
X0+ X2+ X5+1 OxFFFF
5.2.6
MAC MAC LPDU LSB
FCS MSB
5.3
5.3.1
RSU OBU
RSU OBU MAC
OBU RSU
RSU OBU MAC
1 RSU Q 1
2 OBU N1 Tu
3 OBU MAC RSU
4 RSU OBU MAC MAC
OBU
5 OBU OBU MAC
5.3.2
RSU OBUMAC RSU
5.4 MAC
5.4.1 MAC
MAC LLC
1 MAC.request LLC MAC LPDU
2 MAC.indication MAC LLC
LPDU
RSU OBU MAC B-MAC M-MAC



MAC
B-MAC.request B-MAC.request(MAC LPDU)
LLC MAC LPDU OBU
MAC OBU MAC MAC
MAC
LPDU
B-MAC.indication B-MAC.indication(MAC LPDU)
MAC LLC
MAC MAC
LPDU
M-MAC.request M-MAC.request(MAC LPDU)
LLC MAC LPDU RSU
MAC OBU MAC
LPDU
M-MAC.indication M-MAC.indication MAC LPDU
MAC LLC
MAC MAC
LPDU
5.4.2 MAC
5.4.2.1 MAC
1
RSU Q 1 BST OBU MAC BST
RSU OBU MAC MAC
OBU OBU 54.2.2 1
2
MAC
€) 5.2.2.2
(b) 0 8
N2
() MAC MAC
MAC
(d) MAC
(e FCS
L 1 LPDU
LPDU MAC B-MAC.indication LLC
L 0 LPDU




3
RSU MAC LLC LPDU
L 1 D 0

Q

5.4.2.2 0BU MAC

1
OBU
RSU

OBU MAC

MAC
(@) 5.2.2.2
(b) 0

N2
© MAC
(d) MAC
© FCS

L 1

LPDU
3
OBU MAC LLC

L D 1

MAC

LPDU

5.5 LLC

5.5.1

LLC
PDU LLC

PDU PDU

3 PDU

10

MAC Q 1

M-MAC.indication

PDU

MAC

MAC

LPDU
LLC

MAC

PDU



5.56.2 LLC
5.5.2.1

LLC LLC LLC LLC
LLC
LLC

LSDU

LSDU LLC

5.5.2.2

DL-UNITDATA .request
DL-UNITDATA.indication
DL-UNITDATA.request LLC LLC
LSDU
DL-UNITDATA.indication LLC LLC LSDU

DL-DATA-ACK .request

DL-DATA-ACK.indication

DL-DATA-ACK-STATUS.indication

DL-DATA-ACK.request LLC LLC

LSDU
DL-DATA-ACK.indication LLC LLC
PDU PDU

DL-DATA-ACK-STATUS.indication LLC LLC

DL-DATA-ACK .request

DL-REPLY.request

DL-REPLY.indication
DL-REPLY-STATUS.indication
DL-REPLY.request LLC LLC

LSDU
LSDU

11



DL-REPLY.indication LLC LLC PDU
DL-REPLY-STATUS.indication LLC LLC
DL-REPLY.request

DL-REPLY-UPDATE.request
DL-REPLY-UPDATE-STATUS.indication

DL-REPLY-UPDATE.request LLC LLC LLC
LSDU LSDU
DL-REPLY-UPDATE-STATUS.indication LLC LLC

DL-REPLY-UPDATE.request

5.5.2.3
1
LLC LLC
5
@ ©
REQUEST = INDICATION *—
(©) REQUEST —» (d) REQUEST —»....
"— INDICATION

—> INDICATION STATUS-INDICATION €—"

©  request —l

STATUS-INDICATION 4—1-

5

2 DL-UNITDATA.request

OBU DL-UNITDATA . .request
DL-UNITDATA . .request
LID
data

LID MAC
RSU  DL-UNITDATA. request
DL-UNITDATA .request

LID
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data

response request
LID MAC
“ response request” OBU
“ response request”
“ response request” Q
LLC LLC

LSDU
3 DL-UNITDATA.indication

DL-UNITDATA.indication
LID
data

LID OBU MAC
MAC
LLC LLC
4 DL-DATA-ACK.request

DL-DATA-ACK .request
LID
data

LID MAC
LLC LLC

LSDU
5 DL-DATA-ACK.indication

DL-DATA-ACK.indication
LID
data

LID MAC
LLC LLC

6 DL-DATA-ACK-STATUS.indication

DL-DATA-ACK-STATUS.indication

13

RSU

MAC

LSDU

MAC

MAC

RSU

LSDU



LID

status
LID MAC
* datus’
LLC LLC
7 DL-REPLY.request
DL-REPLY.request
LID
data
LID MAC
LLC LLC
LSDU LSDU
8 DL-REPLY.indication
DL-REPLY.indication
LID
data
LID MAC
LLC LLC
LSDU LSDU
LSDU LSDU
LSDU
DL-REPLY-UPDATE.request LSDU
9 DL-REPLY-STATUS.indication
DL-REPLY-STATUS.indication
LID
data
status
LID MAC
“ gtatus’
LLC LLC
LSDU LLC

10 DL-REPLY-UPDATE.request
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DL-REPLY-UPDATE.request
LID
data

LID MAC
LLC LLC LLC

11 DL-REPLY-UPDATE-STATUS. indication

DL-REPLY-STATUS.indication

LID
status
LID MAC
* status’
LLC LLC
5.5.3 LPDU
5.5.3.1LPDU
LPDU 6
8 8 x NP
a 55.3.2.3
b N 0
6 LPDU
5.5.3.2LPDU
1
LLC MAC MAC
LID LLC
LID LLC
MAC 5.2.2.5
2 C R
C R MAC
1 LPDU

3 LLC

15

0

LSDU
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LLC LLC
555
4
0
5
MAC LSB MAC
MAC
6 LPDU
LPDU
MAC
O( )
3 LID MAC
3 ACn
5.5.4 LLC
5.5.4.1 1
1 LLC PDU
LLC PDU
5.5.4.2 3
3 LLC PDU
LLC PDU LLC LLC
PDU PDU
3 PDU PDU
LLC 3 PDU MAC
LLC PDU 3PDU LLC
LLC ‘ "
LPDU LLC PDU
LLC PDU 1
PDU LLC PDU PDU PDU
PDU LLC
PDU
3
1 1
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5.56.5 LLC

5.5.5.1
7
7 6 5 4 3 2 1 0
|M|M|M|P/F|M|M|1 1|
7 LPDU
PDU
PDU 55.6.2 P F
5.5.56.2
1 3
V(s
3 LLC vV S
3 PDU vV S LLC
vV S LID
V(RI)
3 LLC V RI
3 ACO AC1 V RI LLC
3 PDU PDU
V RI LID
V(RB)
3 LLC V RB V RB
V RB PDU
PDU
V RB
5.5.5.3
1
2 3 1 3
MAC C R
1 3 7
1 3 7
Ul
ACn n=0 0 ACn n=0 0
ACn n=1 ACn n=1 1
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LLC

PDU

LSB

MSB

OBU

PDU
RSU

Ul

PDU

ul

LLC

LLC
PDU

PDU

Ul

PDU

LLC

Ul

PDU

Ul

PDU

LLC

PDU

=0
1

n

ACn

n=

ACn

n=0

ACn

n=

ACn

LSB

MSB

ACn

PDU

ACn
ACn

PDU

ACn

PDU

ACn

PDU
ACn

ACn

MAC
LSDU

PDU

ACn

PDU ACn
PDU

ACn
LLC ACn

PDU

ACn

LLC

PDU

PDU

ACn

LSDU

PDU

ACn

LSDU

PDU

ACn

PDU

ACn

LSDU
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|k |o

4 3
ACn PDU
LSDU ACn 10
ACn
1 LSDU 0
RIR R R C C C C LSDU
76 5 43210
MSB LSB
10 ACn PDU
CCCC PDU
CCCC 10
ACn CcccC 10
CCCC
0000 OK
0001 RS
0101 UE LLC
0110 PE
0111 1P
1001 UN
1111 T
CCcC
RRRR PDU
RRRR 11
ACn RRRR 11
RRRR
0000 OK LSDU
0001 RS
0011 NE LSDU
0100 NR LSDU
0101 UE LLC
0111 IP
1001 UN
1111 IT
RRRR
PDU F 0 RRRR “ NR"



5.5.6 LLC

5.5.6.1
1 1
MAC MAC
2 3
LID MAC
5.5.6.2P/F
1 1
Ul PDU P 0
2 3
PDU LLC LSDU
LLC ACn PDU P 0
PDU LLC LSDU LLC
ACn PDU P 1 LLC LLC
PDU
ACn PDU LLC F ACn
PDU P F 1 PDU
LSDU
5.5.6.3
V S V RI V RB
VvV S “ 0
5.5.6.4
1 1
P “ o Ul PDU
MAC C R PDU
LLC Ul PDU
2 3
ACn
LLC LLC ACn LLC
LLC ACn PDU LLC
LLC ACn PDU
DL-DATA-ACK.request LLC
LSDU ACn PDU P “o
DL-REPLY.request LLC
LSDU ACn PDU “ 1"
ACn PDU V(S) PDU LLC
V(Sl) “o LLC ACn n 0 V(Sl) “1”
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LLC ACn n 1
LLC PDU
1 ACn PDU
LLC 1
PDU
N3
ACn
(€)) ACn PDU
ACn PDU LLC V(RI) LPDU LLC
PDU PDU
PDU ACn PDU
(b ACn
LPDU P 0 LSDU
DL-DATA-ACK.indication
P 1 LSDU LSDU
LSDU DL-REPLY.indication
P 1 LSDU LSDU
LSDU DL-DATA-ACK.indication
V(RI) PDU LLC
LLC ACn PDU ACn PDU
ACn PDU PDU LLC
V(RI)
PDU P “ Q0 PDU F
« o
PDU P 1 PDU F
1 LSDU PDU LSDU
©) ACn
ACn PDU LLC
PDU LLC
> PDU V(RI) V(RB)
> PDU P
DL-DATA-ACK.indication
> PDU LSDU
ACn
n 1 ACn n 0 ACn PDU
n 0 ACn n 1 ACn PDU
PDU

PDU
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ACn
V(RB)

LLC

LLC

5.5.6.5

N2

N3
ACn

PDU

ACn

PDU F “ 1 LSDU
PDU
PDU CCCC
ACn PDU LLC LLC LLC
ACn PDU
0 ACn n 1 ACn
PDU LLC PDU LLC
V(Sl)
LLC
“ 0" V(S)
DL-DATA-ACK-STATUS.indication
DL-REPLY-STATUS.indication
ACn PDU
LSDU
PDU
PDU LLC V(Sl)
PDU LLC
ACn PDU
PDU N2
PDU
PDU
PDU PDU
1
ACn PDU
PDU 2
N3
LLC
PDU N11
PDU N3 1 LLC
MAC
N4
LLC LLC
PDU MAC
PDU PDU
ACn PDU ACn PDU
RSU OBU N4
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6.1

T-KE B-KE

I-KE T-KE I1-KE

11

RSU 0BU
ADU
»
RA h - RA
GET GET
SET SET
CREATE . . . CREATE
BroadCastData RENOVE No?i}:\i\ppll.lcat}onRSU GetBroadCastData REHOVE NotifyApplication0BU
ACTIVE EndApplication ACTIVE RegisterApplication0BU
EVENT-RPT RegisterApplicationRSUy EVENT-RPT DeregisterApplication
. request . confirm DeregisterApplication eregisteripplicatiol
. response . indication
/ Y 4 4
B-KE I-KE B-KE I-KE
A _ A A
L7 T-APDU L7
-
A J h Y Y Y
T-KE T-KE
T A
4 y
| LLCT B LLCF/Z |
LPDU
SN e (i L2
| WACT MACT- I
i T A
[ PPDU |
il L7 ET > Yy L1
|

6.2 T-KE

6.2.1
T-KE

6.2.2

6.2.2.1

T-KE 12

T-APDU

T-KE

12

1 GET
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2 SET
3 CREATE
4 REMOVE
5 ACTION
6 EVENT-REPORT I-KE I-KE
7 INITIALIZATION I-KE RSU OBU
I-KE
6.2.2.2
T-KE
a) GET.request GET.indication GET.response GET.confirm
b) SET.request SET.indication SET.response SET.confirm
¢) CREATE.request CREATE.indication CREATE.response CREATE.confirm
d) REMOVE.request REMOVE.indication REMOVE.response REMOVE.confirm
€) ACTION.request ACTION.indication ACTION.response ACTION.confirm
f) EVENT-REPORT.request EVENT-REPORT.indication EVENT-REPORT.response
EVENT-REPORT.confirm
g) INITIALIZATION.request INITIALIZATION.indication INITIALIZATION.response
INITIALIZATION.confirm
INITIALIZATION.request INITIALIZATION.confirm RSU
INITIALIZATION.indication  INITIALIZATION.response OoBU
12 13
Request Indication >
- Confirm < Response )
12
Request >I I Indication >
13

24




6.2.2.3

T-ASDU 13~ 19
GET 13
ASN.1 ¢
11D =2 = Dsrc-DID
LID = = INTEGER
Chaining = = BOOLEAN
DID 11D DID® | 1ID DID Dsrc-DID
AccessCredentials — — OCTET STRING
FID FID
Offset — — INTEGER
Length — — INTEGER
FlowControl INTEGER
FileContent — — File
Ret — — ReturnStatus
Offset Length
a /
b 11D DID
c ASN.1 A
SET 14
ASN.1
11D = = Dsrc-DID
LID = = INTEGER
Chaining = = BOOLEAN
DID 1D DID | 1ID DID DID
AccessCredentials — — OCTET STRING
FID FID
@ offset — — INTEGER
Length — — INTEGER
FileContent — — File
Mode — — BOOLEAN
FlowControl INTEGER
Ret — — ReturnStatus
a
CREATE 15
ASN.1
11D = = Dsrc-DID
LID = = INTEGER
Chaining = = BOOLEAN
DID 11D DID | 1ID DID Dsrc-DID
AccessCredentials — — OCTET STRING
FileList — — FileList

25




FlowControl INTEGER
Ret — — ReturnStatus
REMOVE 16
ASN.1
11D = = Dsrc-DID
LID = = INTEGER
Chaining = = BOOLEAN
DID 1D DID | 1ID DID Dsrc-DID
AccessCredentials — — OCTET STRING
FileldList — — FileldList
FlowControl INTEGER
Ret — — ReturnStatus
ACTION 17
ASN.1
11D = = DID
LID = = INTEGER
Chaining = = BOOLEAN
DID 11D DID | 1ID DID DID
ActionType — — INTEGER(O. .127, ...
AccessCredentials — — OCTET STRING
ActionParameter — — Container
Mode — — BOOLEAN
FlowControl INTEGER
ResponseParameter — — Container
Ret — — ReturnStatus
EVENT -REPORT 18
ASN.1
11D = = DID
LID = = INTEGER
Chaining = = BOOLEAN
DID 1D DID | 1ID DID DID
EventType — — INTEGER(O. .127, ...
AccessCredentials — — OCTET STRING
EventParameter — — Container
Mode — — BOOLEAN
FlowControl INTEGER
Ret — — ReturnStatus
INITIALIZATION 19
ASN.1
LID INTEGER
InitializationParameter BST/VST
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6.2.2.4

1
ASN.1
11D DID
2
OBU  I-KE LID LID MAC
3 Chaining
“ TRUE” 6.2.3.9
4
ASN.1 T-KE  DID
5
ASN.1
6
GET.indication
GET.response  GET.confirm GET.request
7 Offset
GET
RID
SET
RID
8 FlowControl
T-KE LLC LLC
LLC 20
LLC 20
LLC
1 DL-UNITDATA. request
2 DL-UNITDATA. request
3 DL-UNITDATA. indication
4 DL-DATA-ACK. request
5 DL-DATA-ACK. indication
6 DL-DATA-ACK-STATUS. indication
7 DL-REPLY.request
8 DL-REPLY. indication
9 DL-REPLY-STATUS. indication
10 DL-REPLY-UPDATE. request
11 DL-REPLY-UPDATE-STATUS. indication
9

SET.request SET.indication GET.response

GET.confirm

SET.indication

GET.indication

27
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10

11

12

13

14

15

16

17

GET.request

NoErro
AccessDenied
ArgumentError

ComplexityLimitation
ProcessingFailure

Processing

ChainingError 6.2.3.9

“ TRUE"

ACTION
ACTION

EVENT-REPORT. indication

EVENT-REPORT.request  EVENT-REPORT.indication

SDU PDU

PDU 1] 0”

1

2

3

4 LLC
5

6

7 PDU Sbu
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-

14 T-KE
6.2.3.2 SDU PDU
T-KE T-APDU

1 A T-APDU

2 A T-APDU

3 T-APDU LID 6.3.7 LLC

LLC INITIALIZATION. request LID
OXFFFFFFFF
SDU PDU 15
SET. request (IID, LID, Chaining, DID, AccessCredentials, FID, Offset, Length, Mode, FlowControl)
Set-Request : :=SEQUENCE { #
fill BIT STRING (SIZE(1)),
mode BOOLEAN,
did Dsrc-DID, ,
accessCredentials OCTET STRING (SIZE(0..127,...)) OPTIONAL,
fileid FilelD,
offset Integer (0.. 32767, ...,
length Integer (0..127,...),
iid Dsrc-DID OPTIONAL
J
15 SDU PDU
6.2.3.3
T-KE GB/T16263.2 PDU

29



ASN.1 6.5

16
Set-Request: :=SEQUENCE{
fill BIT STRING (SIZE(1)),
mode BOOLEAN,
did Dsrc-DID,
accessCredentials OCTET STRING (SIZE(0..127,...)) OPTIONAL,
fileid FilelD,
offset Integer(0..32767,...),
length Integer(0..127,...),
iid Dsrc-DID OPTIONAL

} v

‘ bo ‘ b1 ‘ b2 ‘ b3 ‘ b4 ‘ b5 ‘ b6 ‘ b7 ‘ b8 ‘ b9 ‘ b10 ‘ bll‘ b12 ‘ bls‘ b14 ‘ b15 ‘

16
6.2.3.4
PDU
17 7 0 7
0
7 6 | 5 ’ 4 | 3 2 1 0
i e
éﬁ% PDULS & MBS | 18R
17
1 PDU PDU 0000 0001
T-APDU 1
6.2.3.5
1 T-APDU ASN.1
113 O”
2 T-KE “0” 8
13 O” 0 7

18
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18
6.2.3.6
T-KE T-APDU 1-KE
6.3.2.2 6.3.2.3
T-ASDU 19

19
6.2.3.7 LLC

T-KE T-APDU LLC
6.2.2.4 8 LLC 20
INITIALIZATION. request
DL-UNITDATA.Request INITIALIZATION. response
DL-UNITDATA.Request

31



DL.UNITDATA.request LID, | | | | | | | | | | | |

20 LLC
6.2.3.8
LLC LID LLC
T-APDU LLC LSDU T-APDU
6.3.6 21
T-APDU LLC
DL-UNITDATA.request LID,
21
6.2.3.9
PDU T-APDU
T-APDU T-APDU
T-APDU “ K
T-APDU “
6.2.3.10
T-KE PDU LLC

T-APDU PDU

32



22

22
6.2.3.11
T-KE GB/T16263.2 ASN.1 2
PER T-APDU ASN.1
A
1 7 “ OH
[ O”
7 " OH
3 1 001
T-APDU
T-APDU
T-KE T-APDU T-APDU T-KE
A T-APDU
23
‘ bo ‘ b1 ‘ b2 ‘ b3 ‘ ba ‘ b5 ‘ b6 ‘ b7 ‘ b8 ‘ b ‘ b10 ‘ bll‘ b12 ‘ bl3‘ b14 ‘ b15
Set-Request: :=SEQUENCE{
fill BIT STRING (SIZE(1)),
mode BOOLEAN,
did Dsrc-DID,
accessCredentials OCTET STRING (SI1ZE(0..127,...)) OPTIONAL,
fileid FilelD,
offset Integer(0..32767,..),
length Integer(0..127,..),
iid Dsrc-DID OPTIONAL
¥
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23

6.2.3.12 PDU SDU
T-APDU T-ASDU
1 T-ASDU
2 T-ASDU
3 T-ASDU T-APDU Dsrc-DID
INITIALIZATION. indication 1-KE
4 T-ASDU
5 T-KE SbU  LID
PDU SDU 24
Set-Request: :=SEQUENCE{
fill BIT STRING (SIZE(1)),
mode BOOLEAN,
dirlD Dsrc-DID,
accessCredentials OCTET STRING (SIZE(0..127,...)) OPTIONAL,
fileid FilelD,
offset INTEGER(O. .32767,...),
length INTEGER(O. .127,..),
iid Dsrc-DID OPTIONAL
} v
SET.request(l11D,LID,Chaining,DID,AccessCredentials,FID,0ffset,Length,Mode,FlowControl)

24  PDU SDU
6.3 I-KE
6.3.1
1-KE
1 OBU  RSU
2 6.3.2
3 6.5 BST VST LLC
4 6.5 VST
5 6.3.3
6.3.2
6.3.2.1
1-KE 21
I-KE 21
1 RegisterApplicationRSU | RSU 1-KE
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2 RegisterApplicationOBU | OBU 1-KE
3 DeregisterApplication
4 NotifyApplicationOBU 1-KE OBU 0BU
LID
5 NotifyApplicationRSU 1-KE RSU OBU LID
6 EndApplication EndApplication 1-KE LID
6.3.2.2
22 27
Register ApplicationRSU 22
ASN.1
AID DSRCAppllicationEntitylD —
MandatoryApplication BOOLEAN —
Priority INTEGER —
DID Dsrc-DID
Profiles SEQUENCE OF Profile
ApplicationParameter ApplicationContextMark
Register ApplicationOBU 23
ASN.1
AID DSRCAppl licationEntityID —
MandatoryApplication BOOLEAN —
Priority INTEGER —
DID Dsrc-DID
Profiles SEQUENCE OF Profile
ApplicationParameter ApplicationContextMark
Deregister Application 24
ASN.1
AID DSRCAppllicationEntitylD —
DID Dsrc-DID
NotifyApplicationRSU 25
ASN.1
Priority INTEGER —
DID Dsrc-DID AID VST
LID INTEGER —
ApplicationParameter ApplicationContextMark
OBU obuConfiguration ObuConfiguration —
NotifyApplicationOBU 26
ASN.1
RSUID BeaconlID —
Priority INTEGER —
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DID

Dsrc-DID AID  BST

LID

INTEGER —

ApplicationParameter

ApplicationContextMark

EndApplication 27
ASN.1
DID Dsrc-DID —
LID INTEGER —
6.3.2.3
1
DSRC
2
“ TRUE” “ FALSE”

3
4

RegisterApplicationRSU

NotifyApplicationOBU  NotifyApplicationRSU

LID OBU

DID
RegisterApplicationOBU
NotifyApplication

5
6
7
RSU
8 OBU
NotifyApplicationRSU
6.3.2.4
DSRC ManufactureriD  MAC
——ActionType
—Dsrc-DID
——=EventType
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6.3.3

6.3.3.1RSU

RSU

BST

1-KE A BST T-KE

BST  INITIALIZATION. request

6.3.3.20BU BST VST
OBU 1-KE T-KE BST
INITIALZATION. indication BST
1 BeaconlD BeaconlID
2 BeaconlD BeaconlD 255
OBU  I-KE
1 1-KE BST DSRC
2 1-KE BST ApplicationList DSRCApplicationEntitylIDs
DSRCApplicationEntitylDs BST
DSRCApplicationEntitylIDs 1-KE
DSRCApplicationEntitylDs DID
RegisterApplicationOBU VST  ApplicationList
NotifyApplicationOBU
(a) RSUID  BST BeaconlD
(b) Priority BST Application List
DSRCApplicationEntitylID Application List
DSRCApplicationEntitylDs Application List

DSRCApplicationEntitylIDs

) LID O0BU MAC

(d) ApplicationParameter BST
ApplicationParameter

1-KE T-KE
1-KE BST Profile ProfilelList OBU

VST Profile

VST A ASN.1
1-KE T-KE INITIALIZATION.response

VST
» LID
» VST

1-KE BeaconlID
1-KE VST  ApplicationList LID

6.3.3.3RSU

VST

RSU I -KE T-KE INITIALIZATION.confirm
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VST

1 LID
2 VST
I-KE NotifyApplicationRSU
1 Priority DSRCApplicationEntitylDs

DSRCApplicationEntitylDs
DSRCApplicationEntitylDs
nonmandApplications

2 DID VST DID
3 LID INITIALIZATION.confirm LID
4 ApplicationParameter VST

5 obuConfiguration VST ObuConfiguration
I1-KE LID VST OBU
LID
1 -KE VST  ApplicationList  INITIALIZATION.confirm
LID

6.3.3.4RSU RegisterApplicationRSU
RegisterApplicationRSU RSU  1-KE
BST  ProfileList
6.3.3.50BU RegisterApplicationOBU
RegisterApplicationOBU OBU  I-KE
OBU DID DID=0
6.3.3.60BU DeregisterApplication

DeregisterApplication 1-KE

6.3.3.7RSU DeregisterApplication

DeregisterApplication I-KE BST
6.3.3.8RSU
EndApplication [I-KE VST
I1-KE I1-KE

T-KE  EVENT-REPORT.request
1 11D
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2 LID
3 DID 0
4 EventType Release 0
5 EventParameter
6 Mode FALSE
7 FlowControl 1
6.3.3.90BU
I-KE EVENT-REPORT. indication
1 11D
2 LID
3 DID 0
4  EventType Release 0
5 EventParameter
6 Mode FALSE
I-KE VST
6.4 B-KE
6.4.1
B-KE
1 0OBU RSU RSU  OBU
2 6.4.2
3 6.5
4 6.4.3
6.4.2
6.4.2.1
B-KE
1 BroadcastData RSU OBU
2 GetBroadcastData 0BU
GetBroadcastData.resquest GetBroadcastData.confirm
6.4.2.2
28 29
BroadcastData 28

/ ASN.1

DID Dsrc-DID
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File FID
Record Record
GetBroadcastData 29
ASN.1
DID — Dsrc-DID
FID — FID
RID — INTEGER
Record — Record
6.4.2.3
1
ASN.1
2
3
4
6.4.3
6.4.3.1RSU
RSU B-KE T-KE  SET.request
A
1 11D
2 LID OxFFFFFFFF
3 DID
4 FID
5 Offset RID
6 FileContent Record
7 Mode FALSE
8 FlowControl 1
6.4.3.20BU
OBU B-KE T-KE  SET.indication
1 11D
2 LID OxXFFFFFFFF
3 FID
4 Offset RID
5 FileContent Record
6 Mode FALSE
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OBU B-KE B-KE Record
6.4_.3.3RSU BroadcastData

B-KE
RID O RID 1

6.4.3.40BU: GetBroadcastData

B-KE GetBroadcastData.request RID
GetBroadcastData.confirm DID

6.5

6.5.1

T-KE DSRCData DSRCtransferData
1 IMPORT  EXPORT GB/T 16262
2
T-KE DSRCData
DSRCtransferData

6.5.2 ASN.1

DSRCData DEFINITIONS::= BEGIN
IMPORTS
ContainerJ-y FROM Applicationd --

RecordJ-y FROM Applicationd --

-- EXPORTS everything

Action-Request: :=SEQUENCE{
mode BOOLEAN,
did Dsrc-DID,
actionType ActionType,
accessCredentials  OCTET STRING (SIZE(0..127,...)) OPTIONAL,
actionParameter Container OPTIONAL,
iid Dsrc-DID OPTIONAL

¥

Action-Response: :=SEQUENCE{
fill BIT STRING (SIZE(2)),
did Dsrc-DID,
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responseParameter Container OPTIONAL,

iid Dsrc-DID OPTIONAL,
ret ReturnStatus
}

ActionType: :=INTEGER(O..127,...)
-—  GB/T XXXXX-XXXX

-- 0 getSecure

-- 1 setSecure

-- 2 getRand

-- 3 transferChannel

-- 4 setwMml

-- (5.. 80) DSRC
-- (81..127)

ApplicationContextMark: :=Container
(WITH COMPONENTS {octetstring PRENSENT})

—-— ApplicationContextMark SysinfoFile

ApplicationList: :=SEQUENCE (SIZE (0..127,...)) OF

SEQUENCE{
aid DSRCApplicationEntitylD,
did Dsrc-DID OPTIONAL,
applicationParameter ApplicationContextMark OPTIONAL
}

BeaconlD: := SEQUENCE{
manufacturerlID INTEGER(O. .255),
individualLID INTEGER(O. .16777215)

}

BroadCastPool: :=File

BST: :=SEQUENCE{

fill BIT STRING(SIZE(3)),

rsu BeaconlD,

time Time,

profile Profile,

mandapplications ApplicationList,
nonmandapplications ApplicationList OPTIONAL,

profileList SEQUENCE (0..127,...) OF Profile
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ky

Container: :=CHOICE{
integer
bitstring
octetstring
universalString
beaconlID
t-apdu

[0] INTEGER,
[1] BIT STRING,
[2] OCTET STRING(SIZE(0..127),...),,
[3] UniversalString,
[4] BeaconlD,
[5] T-APDUs,

dsrcApplicationEntityld [6] DSRCApplicationEntitylD,

dsrc-Ase-1d
fileld

file
broadcastPool
directory
time

vector

INTEGER(O. .127,...),

filelist
dummy
private

, contl-x
Containerl.x
-— 1.Xx

STRING ;
¥

[7] Dsrc-DID,
[8] FID,
[9] File,
[10] BroadcastPool,
[11] Directory,
[12] Time,
[13] SEQUENCE (0..255) OF

[14] FileList,
[15..96] -- DSRC
[97..127] -- :

[1] Containerl-x --

-- contl.x [1] BIT

Create-Request: :=SEQUENCE{

fill

BIT STRING (SIZE(2)),

OCTET STRING(SIZE(0..127,...)) OPTIONAL,

did Dsrc-DID,
accessCredentials
filelist FileList,
iid DsrcApplicationEntityID OPTIONAL
}
Create-Response: :=SEQUENCE{
fill BIT STRING(SIZE(3)),
did Dsrc-DID,
iid Dsrc-DID OPTIONAL,
ret ReturnStatus

¥
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Directory::=SEQUENCE (SIZE(0..127,
Dsrc-DID: :=INTEGER(O. .127,...)

DsrcApplicationEntitylID: :=INTEGER{
system
electronic-toll-collection
road-tag-station-management
electronic-road-price
freight-fleet-management
public-transport
traffic-traveller-information
traffic-control
parking-management
geographic-road-database
medium-range-preinformation
man-manchine-interface
emergency-warning
} (0..31,...)

-- (17 28)
-- (28 31)

DSRC

Event-Report-Request: :=SEQUENCE{

...)) OF FID

-- DirectroylD

),

(1)1 -
(2)1 -
(3)1 -
4,
©OF

(6),

OF
(3,
9,
(10),
11D,
(12)

mode BOOLEAN,

did DirectorylD,

eventType EventType,
accessCredentials  OCTET STRING (SIZE(O..127,
eventParameter Container OPTIONAL,

iid Dsrc-DID OPTIONAL

k

fill

Event-Report-Reponse: :=SEQUENCE{

BIT STRING (SIZE(2)),

did DirectorylD,
iid Dsrc-DID OPTIONAL,
ret ReturnStatus OPTIONAL
}
EventType: :=INTEGER{
release )
} (0..127,...)
-- (1 80) DSRC

—- (81-127)

44

...)) OPTIONAL,



FID::= INTEGER(O..127,...)

File::= OCTET STRING(SIZE(D..127, ...))

Filelnfo: :=SEQUENCE{

filelD
length

type

accessRights

}

FID,

INTEGER(0..32767, ...),
FileType, -
FileAccessRights --

FileAccessRights: := SEQUENCE{

read BIT STRING (SIZE (2)),
write BIT STRING (SIZE (2)),
reserved BIT STRING (SIZE(4))

}

FileldList::=SEQUENCE(SIZE(0..127, ...))OF FID

FileList: :=SEQUENCE(SIZE(0..127, ...)) OF Filelnfo

FileType: :=INTEGER{
typeBinary
typeRecord

3(0..127, ...)

),
€y

Get-Request: :=SEQUENCE{

fill

did
accessCredentials
iid

filelD

offset

length

¥

BIT STRING (SI1ZE(2)),
Dsrc-DID,
OCTET STRING(SIZE(0..127,...)) OPTIONAL,
DsrcApplicationEntityID OPTIONAL,
FID,
INTEGER(O. .32767,...),
INTEGER(O. .127,...)

Get-Response: :=SEQUENCE{

fill

did

iid

fileld
fileContent
ret

BIT STRING (SIZE(2)),
Dsrc-DID,

Dsrc-DID OPTIONAL,
FID,

File OPTIONAL,

ReturnStatus
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}
Initialization-Request: :=BST
Initialization-Response::=VST

NamedFi le: :=SEQUENCE{

filelD FID,
fileContent File
}
ObuStatus: :=SEQUENCE{
iccPresent BOOLEAN,  -- 0 1
iccType BIT STRING (SIZE(3)), --
X1 CPU X0
1X CPU 1)
iccStatus BOOLEAN, --1IC 0
locked BOOLEAN,  -- OBU 0
tampered BOOLEAN,  -- OBU 0
battery BOOLEAN,  --0BU 0
reservedBits BIT STRING (SIZE(8))
}
ObuConfiguration: :=SEQUENCE{
maclD INTEGER(O. .4294967295), -- MAC
LID
equipmentClass BIT STRING (SIZE(4)), --0
IC
equipmentVersion BIT STRING (SIZE(4)),
obuStatus ObuStatus
}
Profile::=INTEGER(0..127, ...)
-- b6b5b4 b3b2b1b0
-- OOH 0 A 1
-- O1H 0 A 2
-- 10H 1 B 1
-- 11H 1 B 2
-- (0 80) DSRC
-- (81-127)

Record: :=SEQUENCE OF Container
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Remove-Request: :=SEQUENCE{

fill BIT STRING (SIZE(2)),
did Dsrc-DID,
accessCredentials OCTET STRING(SIZE(0..127,...)) OPTIONAL,
fileldlist FileldList,
iid DsrcApplicationEntityID OPTIONAL
}
Remove-Response: : =SEQUENCE{
fill BIT STRING(SIZE(3)),
did Dsrc-DID,
iid Dsrc-DID OPTIONAL,
ret ReturnStatus
}
ReturnStatus: :=INTEGER{
noError 0,
accessDenied D,
argumentError (2),

complexityLimitation (3),
processingFailure 4),

processing (5),
chainingError (©6)
3(0..127,...)

- 7 127 DSRC

RID::= INTEGER(O..127,...)

Set-Request: :=SEQUENCE{

fill BIT STRING (SIZE(1)),
mode BOOLEAN,
did Dsrc-DID,
accessCredentials  OCTET STRING(SIZE(O..127,...)) OPTIONAL,
iid Dsrc-DID OPTIONAL,
fileld FID,
offset INTEGER(O. .32767,...),
length INTEGER(O..127,...),
fileContent File
}

Set-Response: :=SEQUENCE{
fill BIT STRING(SIZE(3)),
did Dsrc-DID,

fileld FID,
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iid Dsrc-DID OPTIONAL,
ret ReturnStatus

¥

Time: :=INTEGER(O. .424967295)-- 1970 1 1 00:00 (

T-APDUs: := CHOICE{

action-request [0] Action-Request,
action-response [1] Action-Response,
create-request [2] Create-Request,
create-response [3] Create-Response,
remove-request [4] Remove-Request,
remove-response [5] Remove-Response,
event-report-request [6] Event-Report-Request,
event-report-response  [7] Event-Report-Response,
set-request [8] Set-Request,
set-response [9] Set-Response,
get-request [10] Get-Request,
get-response [11] Get-Response,

initialization-request [12] Initialization-Request,
initialization-response [13] Initialization-Response

}

VST: :=SEQUENCE{
fill BIT STRING (SIZE(4)),
profile Profile,
applications ApplicationList,
obuConfiguration ObuConfiguration
}

END

DSRCtransferData DEFINITIONS::= BEGIN
IMPORTS T-APDUs FROM DSRCData
-- EXPORTS everything;

Message::= T-APDUs -- DSRC ;

END
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7.1

7.1.1 ETC
ETC

OBE ICC

OBE

25

1CC

ICC

OBE

ICC
ICC

RSE

ETC

RSE

ICC

ETC

A

\

AVI

DSRC

OBE

AVI

26

25
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Icc OBE RSE ESCEAGH S
< FIAVIE B
[ | RTAVIER
- AVIBIEET
- |
< FEAT B ER
[ |
[~ | mirmiEBES
- THE ST ETT
- |
- | Panpur
\
[
[~ —» TR
26 ETC
7.1.2 OBE
OBE
OBE OBE
DID FID DID 0x00 OxOF DID
0x00 FID 0x00 Ox7F FID 0x00
ETC
0x01
OBE 30
OBE 30
ASN.1 a
0x00 0x00 SysKeyFile
0x01 SysInfoFile
0x01 ETC 0x00 ETC EtcAppKeyFile
0x01 ETC EtcAppVehicleFile
a ASN.1 7.6
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7.1.3 OBE

31
31
0xMO 1
2
3
4
OxM1
0xM2
OxM3
M ETC 0x10
7.1.4
32
32
0x00
0x01
0x02
0x03
7.1.5
ETC ACTION 6 33
ETC 33
(ActionType)
0 GetSecure MAC
1 SetSecure MAC
2 GetRand
3 TransferChannel OBE APDU
4 SetMMI OBE
7.1.6
PSAM
JR/T 0025 270ms
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7.2
7.2.1 OBE

7.2.1.1

OBE RSE DSRC 4 5 6

OBE

OBE ol1
PN9

7.2.1.2

OBE
ETC
OBE TDES
OBE TDES
OBE IcC ISO/IEC 7816  1SO/IEC 14443
TYPE-A IcC 56kbps

7.2.1.3

OBE
OBE 1k

7.2.1.4

1
OBE 1CC

OBE USB RS232
7.2.1.5
OBE OBE
ETC
7.2.1.6
OBE DSRC
71.2.1.7

OBE 50,000h
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7.2.1.8

OBE

7.2.1.9

o OBk WN B

7.2.2 RSE

7.2.2.1

RSE
RSE

7.2.2.2

RSE
RSE
RSE
RSE
PN9

7.2.2.3

RSE
RSE

RSE

71.2.2.4

RSE

7.2.2.5

OBE

5.5m

-25 +70 -40
-40 +70
5 100
8kV
GB/T 2423.13
GB/T 2423.6 Eb

DSRC 4 5 6

TTL

511
RS232 RS485 USB
1SO/1EC 7816 PSAM
PSAM PSAM
RSE
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7.2.2.6

RSE 3.3m 27
£ N3, 3m
27
7.2.2.7
RSE 220V/50Hz
71.2.2.8
RSE 70,000h
7.2.2.9
1 -20 +55 -35 +40
2 -40 +85
3 4 100
4 8kV
5 GB/T 2423.13
6 GB/T 2423.6 Eb
7 GB/T 2423.18
8 4kV 10/200p s
7.3 OBE
7.3.1
OBE 34
OBE 34
ASN.1
0 0 SysKeyFile 0x03 0x01
1 SysiInfoFile 0x00 0x02
1 0 ETC EtcKeyFile 0x03 0x01
1 ETC EtcVehicleFile 0x01 0x02
2 ETC EtcTransactionFile 0x00 0x00
3 ETC EtcReservedFile 0x00 0x00
2 0 FlagStationFile 0x00 0x00
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3 0 ErpAppFile 0x00 0x01
15 0
7.3.2
7.3.2.1
0 0 ASN.1 SysKeyFile
OBE 35
35
ASN.1
1 sysMasterKey Key 0x00
2 sysMaintainKey Key 0x01
7.3.2.2
0 1 ASN.1 SysiInfoFile OBE
36
36
ASN.1
1 contractProvider OCTET STRING (SIZE(8))
2 contractType INTEGER(O. .127 ...)
3 contractversion INTEGER(0..127 ...)
4 contractSerialNumber ContractSerialNumber
5 contractSignedDate Date
6 contractExpiredDate Date
7 Reserved OCTET STRING (SIZE(64))
7.3.3 ETC
7.3.3.1ETC
ETC 1 0 ASN.1 EtcKeyFile OBE
ETC 37
ETC 37
ASN.1
1 etcMasterKey Key ETC 0x10
2 etcMaintainKey Key ETC 0x11
3 etcAccessKey Key ETC 0x12
4 etcEncryptKey Key ETC 0x13
etcAccessKey etcEncryptKey
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7.3.3.2ETC

ETC 1 1 ASN.1 EtcVehicleFile
38
ETC 38
ASN.1
1 vehicleLicencePlateNumber OCTET STRING (SIZE(12))
2 vehicleLicencePlateColor OCTET STRING (SIZE(1))
3 vehicleClass INTEGER(O. .127 ...)
4 vehicleUserType INTEGER(O. .127 ...)
5 vehicleDimensions VehicleDimensions
6 vehicleWheels INTEGER(O. - 127
7 vehicleAxles INTEGER(O. - 127
8 vehicleWheelBases INTEGER(O. - 65535)
9 vehicleWeitghtLimits INTEGER(O. . 2*-1) /
10 vehicleSpecificlnfomation OCTET STRING(SIZE(16))
11 VehicleEngineNumber OCTET STRING(SIZE(16))
12 vehicleReserved OCTET STRING(SIZE(10))
7.3.3.3ETC
ETC 1 2 ASN.1
EtcTransactionFile ETC
, 39
ETC 39
ASN.1
1 RecordCount INTEGER(O. .127 ...)
2 RecordlLength INTEGER(0..127 ...)
3 Recordl OCTET STRING (SIZE(RecordllLength))
4 Record2Length INTEGER(0..127 ...)
5 Record?2 OCTET STRING (SIZE(Record2Length))
2n RecordnLength INTEGER(0..127 ...) n
2n 1 | Recordn OCTET STRING (SIZE(RecordnLength)) n
7.3.3.4ETC
ETC 1 3 ASN.1 EtcReservedFile
OCTET STRING (SIZE(40))
7.3.3.5

2 0 ASN.1 FlagStationFile
OCTET STRING (SI1ZE(40))
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7.3.3.6

3 0 ASN.1
OCTET STRING (SIZE(40))

7.4 ETC

7.4.1 ACTION
ETC ACTION ETC

Action-Request: :=SEQUENCE{

mode BOOLEAN,
did Dsrc-DID,
actionType ActionType,
accessCredentials  OCTET STRING (SIZE(O..127,
actionParameter Container OPTIONAL,
iid Dsrc-DID OPTIONAL
}

Action-Response: :=SEQUENCE{
fill BIT STRING (SIZE(1)),
did Dsrc-DID,
responseParameter Container OPTIONAL,
iid Dsrc-DID OPTIONAL,
ret ReturnStatus
}

ActionType: :=INTEGER(0..127,...)

0 GetSecure
1 SetSecure
2 GetRand
3 TransferChannel
4  SetvMml
ActionType 5 80 DSRC 81 127

7.4.2 GetSecure

7.4.2.1

GetSecure

1 RSE OBE

57

ErpAppFile

ACTION

...)) OPTIONAL,



2 OBE RSE RSE
3 MAC
RSE ,
1 2 3 3
Get
2 3 MAC
71.4.2.2
1 GetSecure.request
GetSecure.request 40
GetSecure.request 40
mode TRUE
did Dsrc-DID ETC
actionType 0 0
accessCredentials
actionParameter GetSecureRq: : =SEQUENCE{
fill BIT STRING (SIZE(7)),
fileid FID,
offset  INTEGER(O..65535,...),
length  INTEGER(O..127,...),
rndRsuForAuthen Rand, MAC
keyldForAuthen  INTEGER(O..255), MAC
keyldForEncrypt INTEGER(O. .255)
OPTIONAL
}
iid
2 GetSecure.response
GetSecure.response 41
GetSecure.response 41
did Dsrc-DID ETC
responseParameter GetSecureRs: :=SEQUENCE {
fileid FID,
file File,
Authenticator OCTET STRING (SIZE(8))
}
iid
ret ReturnStatus
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7.4_.3 SetSecure

7.4.3.1
SetSecure
1 RSE OBE
2 OBE RSE RSE
3
RSE )
1 2 3 3
Set
2 3
7.4.3.2
1 SetSecure.request
SetSecure.request 42
SetSecure.request 42
mode TRUE
did Dsrc-DID ETC
actionType 1 1
accessCredentials
actionParameter SetSecureRq: :=SEQUENCE{
fill BIT STRING (SIZE(7)),
fileid FID,
offset  INTEGER(O..65535,...),
length  INTEGER(0..127,...),
file File, MAC
rndRsuForAuthen Rand, MAC
keyldForAuthen  INTEGER(O..255),
keyldForEncrypt INTEGER(O..255) OPTIONAL
}
iid
2 SetSecure.response
SetSecure.response 43

SetSecure.response
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did Dsrc-DID ETC 1
responseParameter
iid
ret ReturnStatus
7.4.4 GetRand
7.4.4.1
GetRand 8
7.4.4.2
1 GetRand.request
GetRand.request 44
GetRand.request 44
mode TRUE
did Dsrc-DID ETC 1
actionType 2 2
accessCredentials
actionParameter
iid
2 GetRand.response
GetRand.response 45
GetRand.response 45
did Dsrc-DID ETC 1
responseParameter GetRandRs: :=SEQUENCE {
rand Rand
}
iid
ret ReturnStatus
7.4.5 TransferChannel
7.4.5.1
RSE OBE 1CC
OBE RSE 46
46
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(Channel ID)
0 OBE OBE
1 I1CC 1CC
2 SAM SAM
3 DISPLAY
4 BEEPER
5 SPEAKER
6 PRINTER
7 SERIAL INTERFACE
8 usB USB
9 PARALLEL INTERFACE
7.4.5.2
1 TransferChannel .request
TransferChannel . request 47
Transfer Channel.request 47
mode TRUE
did Dsrc-DID ETC
actionType 3 3
accessCredentials
actionParameter ChannelRq: :=SEQUENCE{
channelid Channel D,
apdu apduList
}
iid
2 TransferChannel .response
TransferChannel . response 48
Transfer Channel.response 48
did Dsrc-DID ETC
responseParameter ChannelRs: :=SEQUENCE {
channelid Channel D,
apdu apduList }
iid
ret ReturnStatus
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7.4.6 SetMmI

7.4.6.1
OBE 49
MMI 49
0 ok
1 error
2 contactOperator
7.4.6.2
1 SetMMI .request
SetMMI .request 50
SetMM I .request 50
mode TRUE
did Dsrc-DID ETC 1
actionType 4
accessCredentials
actionParameter SetMMIRQ: :=INTEGER{
ok (0), 0
nok (1), 1
contactOperator (2) 2
}
iid
2 SetMMI.response
SetMMI .response 51
SetM M I.response 51
did Dsrc-DID ETC
responseParameter
ret ReturnStatus
7.5 ETC
7.5.1
1 OBE
2 RSE
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7.5.2
OBE RSE 28
1 RSE Get ContractSerialNumber GetRand
VST RndOBU RndOBU VST
2 RSE MasterAccessKey 16
ContractSerialNumber tmpAccessKey 16
tmpAccessKey TDES(MasterEtcAppAccessKey,
ContractSerialNumber)
3 RSE tmpAccessKey RandOBU(8 )
accessCredentials
accessCredentials TDES(tmpAccessKey, RandOBU)
4 RSE accessCredentials OBE
5 OBE AccessKey  RndOBU tmpAccessCredentials
c
6 OBE accessCredentials  tmpAccessCredentials
RSE
RSE OBE
|
| |
: Mas:;g%gg;fey i Get. ra C( :TID;O )
: | ) l\$\s“\\)e( [« (€28 Conrl‘ac‘;SeiﬂialNumber, L)
: : S
| \‘P‘\TA @
|
|
i TDES :
| |
: : GetRand. rq
: : GetRand. rs (RndOBU, TDES
| | <
I I tmpAccesdCredentials
I |
: TDES :
|
: accesleredentials CObmil\ii])(;rlrt,qi(a.i.s’,af'c)PSSCY accessCredentials
: |
| |
| |
|

28
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7.5.3

OBE
29
1 RSE Get ContractSerialNumber
2 RSE randRSUForAuthen(8 ) GetSecure
OBE
3 OBE EncryptKey 16 randRSUForAuthen File
MAC Authenticator File
RSE MAC
File CRC XXX+ FFFFH
CRCO  CRC1
randRSUForAuthen CRC1 CRCO 8
Encryptkey 8 Authenticator
Authenticator TDES(EncryptKey,
CRCO|] |CRC1] | randRSUForAuthen 6 )
4 OBE File Authenticator RSE

5 RSE ContractSerialNumber MasterEncryptKey
tmpEncryptkey 16

tmpEncryptKey TDES(MasterEtcAppAuthenKey,
ContractSerialNumber)
6 RSE tmpKey rndRSUForAuthen  File C

MAC  tmpAuthenticator
7 RSE Authenticator  tmpAuthenticator
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RSE OBE

MasterEneryptKey
(hEEH)

—>

|
|
|
| Get. rq (FID=0)
|
|
|

Get. 15
-

(+++, ContractSerialNumber, .. .)

rndRSUFor

GetSecure. pg (e - _m MACTHE

rndRSUForAuthen, ... )

GotSeeure. rs (v, File, Authenticator

et Tilc, Authenticator, =) <
29 OBE
7.5.4
OBE TDES 30
1 RSE GetSecure OBE
2 OBE 8 0
3 OBE EncryptKey 8 TDES
decryptFile
decryptFile=TDES™ (EncryptKey, Encrypfile)
4 OBE decryptFile GetSecure.rs RSE
5 RSE MasterEncryptkKey ContractSerialNumber
tmpEncryptKey
tmpEncryptKey=TDES(MasterEncryptKey,
ContractSerialNumber)
6 RSE tmpEncryptkKey  decryptFile 0
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MasterEncryptKey
C s O

RSE OBE

Get.rq (FID=0)
2 rs (-~ ContractSerialNumb
| $\\§&3 gel.ls ,ContractSerialNumber,...)

HAEH 0 FH

GetSecure.rq() >

I
I
I
I
I
I
I
I
o |
: TDES !
I
I
|
I
I

R deeryptFile jetSecure.rs(-::, decryptFile
TIS - Ci:cr?/ptl:ile ,() <
%0
30
7.5.5
TDES 31
1 RSE 8 0
2 RSE MasterEncryptKey ContractSerialNumber
tmpEncryptKey
tmpEncryptKey=TDES(MasterEncryptKey, ContractSerialNumber)
3 RSE tmpEncryptKey 1 decryptFile
SetSecure OBE
4  OBE EncryptKey decriptFile 8 TDES
decryptFile
decryptFile=TDES™ (EncryptKey, Encrypfile)
5 OBE 0 OBE SetSecure
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RSE OBE

MasterEncryptKey Get.rq (FID=0)

-
é}et.rs (---,ContractSerialNumber,...
EncryptKey

S0 0 |
|
|
TDES |
|
|
| . y
SetSecure.rg(--. encryptFile
: encryptFile,...) > TDES'
<
@eﬂQ |
—t TDES I
| | \ J
|
' : £0 EEA
b e e

SetSecure.rs |

31
7.6 OBE ASN.1

ETCModule DEFINITIONS::= BEGIN
-- EXPORTS everything

Containerl-0::=[20] GetSecureRq
Containerl-1::=[21] GetSecureRs
Containerl-2::=[22] SetSecureRq
Containerl-3::=[23] SetSecureRs
Containerl-4::=[24] ChannelRq
Containerl-5::=[25] ChannelRs
Containerl-6::=[26] SetMMIRq
Containerl-7::=[27] SetMMIRs
Containerl-8::=[28] Key
Containerl-9::=[29] Rand
Containerl-10::=[30] Date

Containerl-11::=[31] SysKeyFile
Containerl-12::=[32] SyslInfoFile
Containerl-13::=[33] EtcKeyFile
Containerl-14::=[34] EtcVehicleFile
Containerl-15::=[35] EtcTransactionFile
Containerl-16::=[36] FlagStationFile
Containerl-17::=[37] ErpAPPFile
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Containerl-18::=[38] EtcReservedFile

Channel ID: :=INTEGER{

obe 0),
icc D,
sam (2),
display ),
beeper 4,
printer 5),

seriallInterface (6),
parallelInterface (7)

}
ApduList: :=SEQUENCE OF OCTET STRING(O..127)

ChannelRq: :=SEQUENCE{

channelid ChannelID,
apdu ApduList
}

ChannelRs: :=SEQUENCE {
channelid ChannelID,
apdu ApduList
}

ContractSerialNumber: :=SEQUENCE{
contractProviderlID OCTET STRING (SIZE(2)),
contractlnividual ID OCTET STRING (SIZE(6))
}

-- contractProviderlD

Date: :=SEQUENCE{

year OCTET STRING(SIZE(2)), -- BCD YYYY
month  OCTET STRING(SIZE(1)), -- BCD MM
day OCTET STRING(SIZE(1)) -- BCD DD

}

EtcKeyFile: :=SEQUENCE{

etcMasterKey Key, -- 16
etcMaintainKey Key,

etcAccessKey Key,

etcEncryptKey Key

¥
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FlagStationFile::=0CTET STRING (SIZE(40)) --

EtcReservedFile::=0CTET STRING (SIZE(40)) -- ETC
EtcTransactionFile: :=SEQUENCE OF Record

EtcVehicleFile: :=SEQUENCE{
vehicleLicencePlateNumber
vehicleLicencePlateColor
vehicleClass

vehicleUserType
vehicleDimensions
vehicleWheels
vehicleAxles

vehicleWheelBases
vehicleWeightLimits
vehicleSpecificlnfomation
vehicleEngineNumber
vehicleReserved

}

-- vehicleLicencePlateNumber
“ BEA9”

--vehicleLicencePlateColor
1 2 --3

-- vehicleClass 1

4- 5- -- 6-

11-

14- 15- 16-
21 --50 50 255
--vehicleUserType:
10- --12-
21 255
-- vehicleDimensions:
1 1 --
30 4 3
-- vehicleWheels:
-- vehicleAxles:
-- vehicleWheelbases:
0x28 - 4
-- vehicleWeightLimits:
--/

-- vehicleSpecificlnfomation:

--vehicleEngineNumber

69

OCTET STRING (SIZE(12)),
OCTET STRING (SIZE(2)),
INTEGER(O..127,...),
INTEGER(O..127,...),
VehicleDimensions,
INTEGER(O..127,...),
INTEGER(O..127,...),
INTEGER(O. .65535),
INTEGER(O. .16777215),
OCTET STRING (SIZE(16)),
OCTET STRING(SIZE(16)),
OCTET STRING(SIZE(10))

GB2312 “©or
0
1- 2- 3-
7 10 11 20
-- 12- 13-
17 20 --
1 0- 6- 8-
14- 0 20

0x012C 0x28 Ox1E

ASCII
307"



-- VehicleReserved
ErpAppFile::=0CTET STRING (SIZE(40)) -- ERP

GetRandRs: :=SEQUENCE {

rand Rand -8
}

GetSecureRq: :=SEQUENCE{
fill BIT STRING (SIZE(7)),
fileid FID,
offset INTEGER(O. 65535, ...),
length INTEGER(O..127,...),
rndRsuForAuthen Rand,
keyldForAuthen INTEGER(O. .255),
keyldForEncrypt INTEGER(O..255) OPTIONAL  --
}

GetSecureRs: :=SEQUENCE {
fileid FID,
file File,
authenticator OCTET STRING (SIZE(8))
}

Key::=OCTET STRING (SIZE(16))
Rand: :=0CTET STRING (SIZE(8))
SetMMIRg: = INTEGER{
Ok (O) ’ -
nok @, --

contactOperator (2) --

}
SetSecureRq: :=SEQUENCE{

fill BIT STRING (SIZE(7)),
fileid FID,

offset INTEGER(O. 65535, ...),
length INTEGER(O..127,...),
file File,

rndRsuForAuthen Rand,

keyldForAuthen INTEGER(O. .255),
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keyldForEncrypt

ky

SysInfoFile::= SEQUENCE{
contractProvider
contractType
contractVersion
contractSerialNumber
contractSignedDate
contractExpiredDate
reserved

ky

-- contractProvider

-- contractType
-- contractVersion
-- contractSerialNumber

-- contractSignedDate
-- contractExpiredDate

SysKeyFile: :=SEQUENCE{
sysMasterKey
sysMaintainKey

ky

INTEGER(O..255) OPTIONAL  --

OCTET STRING (SIZE(8)),
INTEGER(O..127,...),
INTEGER(O..127,...),
ContractSerialNumber,
Date,

Date,

OCTET STRING (SIZE(64))

ASCHI

BCD
BCD

YYYYMMDD
YYYYMMDD

Key,
Key

VehicleDimensions: :=SEQUENCE{

vehiclelLength
vehicleWidth
vehicleHeigth

ky
END

INTEGER(O. .65535),
INTEGER(O. .255),
INTEGER(O. . 255)
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